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Agenda
• Regulators’ View of Third-Party
Risk Management
• NYDFS as Bellwether for
Regulatory Expectations
• Concrete Steps to a Vendor
Management Policy
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Must We Be Our Brothers’ Keeper?
• Scottrade Bank’s breach underlines third-party vendor risk
• Exposed nonpublic information of 20,000 consumer and business customers
• Contained commercial loan application information for a b2b unit of the bank
• Included 48,000 lessee credit profiles and 11,000 guarantor files
• Social Security Numbers, names, addresses, phone numbers, passwords, credit report
credentials

• Third-party vendor’s cloud server did not have all security protocols in place
• Information had no encryption
• Breach happened in the midst of an acquisition of Scottrade by TD
Ameritrade

Sources: American Banker, CSO Online
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How Regulators View
Third-Party Risk Management
• Increasing cyber risks related to third-parties
• Regulators expect robust TPRM program, including
establishing risk tolerance, ongoing monitoring,
independent reviews, AND active board
involvement
• Recent OCC guidance encourages collaboration
on TPRM to leverage resources and promote
knowledge transfer
• Common assessment questionnaires
• User groups
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Expectations of Banks
• Bank is ultimately responsible for making its own
decisions:
• Risk tolerance and risk controls
• Mitigating controls and remediation
• Whether to renew or terminate a contract
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What Else Regulators Are Thinking
Have you ever said, “I’ve met FFIEC CAT baseline, so I’m OK”?
• That’s a concern for regulators.
• Threats are evolving
• Banks’ products, services, and environments are changing as well
• Achieving baseline is only good enough on the date it was
completed
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What Can a Bank Do?
• First, don’t think of the CAT or other tools as a check the
box annual exercise
• Use the CAT to reexamine your inherent risk profile and
maturity level before you introduce new products,
services, or initiatives, including new third-party
connections, M & A, etc.
• Finally, securing the assets of the bank and your
customers requires moving from baseline (a compliancedriven approach) to higher maturity levels (an enterprise
risk approach)
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What’s Next?
• Regulators increasingly understand need for
harmonization
•
•
•
•

FFIEC CAT
NIST
NY DFS
Proposed heightened standards

• CAT 2.0? Minor rewrite or larger transformation?
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Must We Be Our Brothers’ Keeper?
If they touch your networks or
hold your data, then yes.

Take time to understand all
third parties that connect to
your networks or have access
to your data.

Make sure to apportion risk the
right way clearly, and in
advance.

Consider other quality control
mechanisms – trust, but verify.

NY DFS Cybersecurity
Regulation (§500.11) requires
written policies be created
ensuring that information
systems and nonpublic
information accessible to third
parties is secured.

FFIEC has specifically
highlighted the importance of
managing external
dependencies and document
connections with third party
service providers, as part of the
CAT Tool.
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DFS Cybersecurity Deadlines
February 15, 2018:

• Required to certify
compliance with
current requirements
• Can only certify if
fully compliant
• Signed by either the
Chairperson of the
Board or a Senior
Officer

March 1, 2018:

• Penetration Testing
and Vulnerability
Assessment
• Awareness Training
• Multi-Factor
Authentication
• Risk Assessment
• CISO Report to the
Board
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DFS Cybersecurity Deadlines
September 3, 2018:

• Audit Trails
• Application Security
• Limitations on Data
Retention
• Monitor Authorized
Users and Detect
Unauthorized Access
• Encryption

March 1, 2019:

• Third-Party Service
Provider Security
Policy
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DFS Third-Party Service Provider
Security Policy (due March 1, 2019)
• Requires written policies and procedures based on the
CE’s risk assessment that address:
•
•
•
•

Identifying and assessing the risks of third-party service provider
Setting out minimum cyber practices you require
Due diligence processes
Periodic assessment of the risks of third-party service provider

• Requires a process and internal guidelines for vetting
third-party service providers and managing their
contracts
• Must be coordinated with the CISO and the cybersecurity
program
• Also coordinated with legal/compliance and with the CISO’s
Report
• Escalation procedures
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DFS Third-Party Service Provider
Security Policy (due March 1, 2019)
• The regulation does not require specific controls to be put
in place for all vendors
• But it does emphasize controls that DFS wants you to
consider implementing:
• Establishing minimum acceptable access control practices,
including the use of multi-factor authentication
• Mandating the use of encryption to protect Nonpublic
Information, both in transit and at rest
• Contractually requiring vendors to notify you of cybersecurity
incidents impacting your systems or data
• Including representations and warranties in vendor contracts
regarding the vendor’s cybersecurity practices
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Steps to a Vendor Management Policy
• Vendor Management Policy – Communicate policy and
purpose to staff and vendors
• Risk Assessment – Understand and identify elements of risk
•
•
•
•
•
•
•

Compliance
Reputation
Strategic
Operational
Transaction
Credit
Information Technology

• Current Vendor Analysis – Monitor and review all current
vendors
• Due Diligence in Vendor Selection – Establish consistent
process
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Steps to a Vendor Management Policy
• Vendor Contract Documentation – Draft contract that
addresses:
•
•
•
•
•
•

Roles, responsibilities, obligations, expectations for all parties
Internal controls, right to audit
Confidentiality and security procedures
Business continuity planning
Incident reporting
Contract termination and exit strategy

• Vendor Procedures – Require vendors to have detailed
procedures
•
•
•
•
•
•

Limits on data access by vendor employees
Virus protection
Controls concerning subcontractors
Encryption of data and system patch management
Change management processes
Business recovery practices
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Steps to a Vendor Management Policy
• Management Oversight and Continuous Monitoring

• Evaluate effectiveness of relationship and alignment with
strategic goals
• Review licensing and registration requirements; financial
condition; insurance coverage
• Review audit reports and adherence to security policies
• Assess vendor’s business resumption contingency planning and
testing
• Determine adequacy of employee training

• Record Retention – Maintain records such as:
•
•
•
•
•

Valid contracts
Business plans
Risk analyses
Due diligence
Oversight (reports to Board or delegated committees)
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Questions
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Final Panelist Take-Aways
David Cotney
•

On cyber, move from compliance to
enterprise risk approach across the
bank

•

Don’t settle for “baseline”

•

Same holds true for third-party cyber
risk

•

Consider opportunities for thirdparty cyber risk collaboration
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Final Panelist Take-Aways
Alexander Sand
•

Be proactive

•

Be risk-based

•

Be thoughtful

•

Get started now!
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Final Panelist Take-Aways
John Hewitt
• Bank’s use of new technology
• The Cloud, Robo-Advisers, Blockchain and AI
• Often involves third-party vendors and
sub-contractors
• Ensure proper risk management assessment
prior to employment
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For More Information
• David Cotney

dcotney@cyberfortis.com

• Alexander Sand

alexandersand@evershedssutherland.com

• John Hewitt

JHewitt@psdlaw.net

• Will Durkee

wdurkee@tscadvantage.com
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Third-Party Cyber Risk: From Compliance
to Enterprise Risk Management
Visit www.icba.org/education/webinars/ondemand
at the end of this webinar to download:
• Copy of these slides
• Recording of today’s webinar
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