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Statistics, Facts & Such Tech Update

n U.S. consumers are ready to use a
digital drivers license, with 80% having
interest in a mobile driver’s license app.

ATM Marketplace, 8/28/17

n Consumers (70%) report they would
be interested in renewing their drivers
license through their mobile phone.
Ibid.

n The average credit card interchange
fee today is about $1.00. Credit card
interchange, which hit $33.8 billion at
the end of last year, surpassed overdraft
revenue ($33.3 billion) in 2016 for the
first time.

CU Times, 9/29/17

n Nearly two-thirds (66.2%) of banks
charge $30 or more per overdraft item,
while 50.7% of credit unions charge less
than $30.
Ibid.

n While debit cards create 76% more
volume than credit cards, credit card
interchange fees are 250% greater.
Ibid.

n Since the financial crisis, more than
10,000 branches have closed (3/day
average). In the first half of 2017 alone,
869 brick-and-mortar locations shut their
doors.

CU Times, 9/29/17

n The rate of spam hit 55% in September,
(up from 54% the first half of the year).

Security Week, 10/6/17

n New variants of Locky ransomware
contributed to the increase in spam rates,
with six massive runs of the malicious
malware detected during mid-September.
Ibid.

n One in nine users had at least one
malicious email sent to them during the
first six months of 2017.
Ibid.

n In July, phishing hit a 12-month peak at
one in 1,968 emails. There were 2,644
phishing emails reported in September.
Ibid.

n Malicious email attachments
accounted for 74% of phishing emails in
the first half of 2017.
Ibid.

COMING Up

Banks Must Face Increasing Third Party Cyber Risk
by Will Durkee, CISSP, ITPM

Amid the backdrop of September’s Equifax, SEC and Deloitte breach revelations, the
recognition that banks of all sizes need to address cyber risk grows. A key focus
within that effort is the requirement to address third party cyber risk. Regulators such
as the Federal Financial Institutions Examination Council (FFIEC) and the Office of
the Comptroller of the Currency (OCC) are increasing demands on banks, including
greater board oversight of outsourced relationships, hiring of information security
officers, and proof that the large number of third party vendors now frequently
involved in critical activities are being assessed, monitored, and managed.

More than half of companies have experienced a data breach involving a
vendor but meanwhile the average number of third parties with access to confiden-
tial or sensitive information has increased by 25 percent, according to the Data Risk
in the Third-Party Ecosystem survey released by Ponemon/Opus in September. With
its largest segment of respondents from the financial services sector, fewer than half
said managing outsourced relationship risks is a priority in their organization and 57
percent said they are not able to determine if vendors’ safeguards and security poli-
cies are sufficient to prevent a data breach.

A Way to View Third Party Cyber Risk
The numbers demonstrate that as core business functions become decentralized and
critical dependencies expand beyond the sphere of banks’ control, they must posture
themselves in a way that allows them to minimize both their susceptibility to and
the impact of cyber threats.

Although the services and products of third parties fall outside of what an organi-
zation has direct control over, banks do have the ability and the responsibility to influ-
ence – to shape the security environment in a manner that protects their organization
from risk. By identifying aspects of third parties’ security posture that align with or
are in conflict with a bank’s security, they shift from viewing third parties as a poten-
tial vulnerability, to recognizing them as an active participant in the improvement of
their security posture and lowering potential risk across the enterprise.

ASIS INTERNATIONAL
ASIS Assets Protection: Principles of
Security (APC 1)

Orlando, FL, March 12-15, 2018
Info: (703) 519-6200

www.asisonline.org

ACAMS
Association of Certified Anti-
Money Laundering Speclialists

ACAMS 23rd AML & Financial Crime Conf
Hollywood, FL, April 9-11, 2018

info: www.acams.org

BOL CONFERENCES
BSA/AML TopGun Conference

Scottsdale, AZ, Feb 27-28, 2018
Info: (888) 229-8872 ext 87
www.bolconferences.com/topgun18/

23rd Annual Bank Security Conference!

Same premium conference dedicated to security personnel
Attend Live or

The Hyatt Regency Crystal City, Washington, DC, October 25-26, 2017
(optional Basic Security 101 workshop October 24)

@ www.bolconferences.com/bsc/

With competing priorities and limited resources, banks need help to assess
vendor risk for compliance, score risk, and monitor vendors’ performance. There are
economical solutions in the marketplace that meet these needs in an efficient and
scalable manner, mapped to the necessary standards and regulatory requirements.

Secure Halo is a risk management firm that can help you wade through these
solutions and develop a comprehensive solution that is tailored to your needs.

Will Durkee, CISSP,ITPM, is the Director of Security Solutions at Secure Halo, a cybersecurity

assessment and consulting firm that provides cyber risk solutions to fortune 500 companies,

federal agencies, and global insurance underwriters.




